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On Nuclear Terrorism confronts what many argue is the greatest national security threat we face:
terrorist groups armed with nuclear weapons. In contrast with most writing on the subject, which
focuses on the need to secure sources of nuclear weapons and materials, this book argues that only
a broad-based and multi-layered defense can be effective in confronting nuclear terrorism. To
make that case, it carefully examines the challenges involved in executing a nuclear plot from start
to finish, drawing lessons from diverse areas such as the drug trade, nuclear physics, black market

economics, and traditional counterterrorism.

This book is suitable for the following types of courses:

e Courses on national security policy
e Courses on terrorism and counterterrorism policy

e Courses on nuclear weapons policy

The Council on Foreign Relations Academic Outreach Initiative is designed to connect educators and students at the
college and graduate level with CFR’s research and nonpartisan analysis. For more information, visit
www.cfr.orgleducators|.



Discussion Questions
Courses on National Security Policy

1. How should nuclear terrorism rank amongst U.S. national security priorities?

2. How should governments balance investments in traditional counterterrorism and nuclear-

specific defenses?
3. What role should diplomacy play in preventing nuclear terrorism?

4. To what extent can nuclear terrorism be handled within traditional national security

bureaucracies?

5. Whatis the role of entities other than the federal government in preventing nuclear terrorism?

Are there patterns here that apply to modern national security policy more broadly?
Courses on Terrorism and Counterterrorism Policy

1. How does the nuclear threat rank amongst other threats of terrorism?

2. How should governments balance investments in traditional counterterrorism and nuclear-

specific defenses?

3. How useful are the “second lines of defense” compared to securing nuclear materials at the

source?

4. What types of terrorist groups are likely to find nuclear terrorism attractive? What types of

groups are likely to be able to execute nuclear attacks? How do these two categories overlap?

5. How important are offensive tactics (such as efforts in Afghanistan) to preventing nuclear

terrorism?



Courses on Nuclear Weapons Policy

1. What are the greatest barriers to executing a nuclear terrorist attack?

2. What role does terrorist psychology play in shaping potential attacks? How can a defense

leverage that?
3. How valuable is radiation detection as a tool for confronting nuclear terrorism?
4. Is central coordination of defense against nuclear terrorism useful? Is is feasible?

5. How should one assess costs and benefits when developing a strategy for dealing with nuclear

terrorism?

6. How should governments balance investments in traditional counterterrorism and nuclear-

specific defenses?

Further Projects

Congressional Testimony

Choose a U.S. government department other than the Department of Energy (which plays the
lead role in traditional efforts to prevent nuclear terrorism). Outline the appropriate role for that
department in preventing nuclear terrorism and assess its success in fulfilling that potential. Also
discuss what relationships with other parts of the U.S. government are necessary for the chosen

department to be maximally effective.

Intelligence Analysis

Select a single existent terrorist group. Write a brief analysis that first outlines its status, history,
organizational structure, and decision-making tendencies, and then explains the implications of
those observations for its potential role in nuclear terrorism. Be careful not to make policy

judgments—that is not appropriate for this type of analysis.
Table-Top Exercise

Design a hypothetical nuclear terrorist plot. (This can be done either by the instructor or by a
group of students.) Assign students to play the roles of various policymakers. (If some students
were involved in designing the exercise, they should not play policymaker roles here.)
Progressively reveal information about the plot to the students, allowing them to debate and

execute responses. After completing the exercise, discuss lessons learned.
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